Security Information
AgeReady Site
https://beageready.com
Security of Data

This site is housed in a secure cloud-based environment and further security measures are
discussed as follows:

Security of Sign up

The application requires dual authentication for email address submitted. Each user receives an
email after creating the account to verify that the email address is valid.

Security of stored data

Email address is captured for the user only (person signing up to access the AgeReady
assessment.) And no other personal information is captured related to the user or the
assessment recipient(s).

Document Uploads

We recommend that documents uploaded should not contain sensitive information. As an
example, if medications are listed on a document, be sure to strike through any personal and
sensitive information on the document.

HIPAA

AgeReady is not a covered entity as defined in HIPAA rules (health plans, health care
clearinghouse and health care providers who electronically transmit any healthcare information
in connection with transactions for which HHS has adopted standards. (Summary of the HIPAA
Privacy Rule | HHS.gov)

User Sharing Access (email address and password)

Many users may want to share their access information to the site with family members or loved
ones helping with care of the older person.

We recommend doing this if desired so that loved ones can access it.
Emails or phone calls coming from AgeReady

Users may receive emails periodically from AgeReady about the program and tasks as more
current information may become available. At no time will AgeReady ask for any personal
information and please report any unusual correspondence to info @beageready.com.



(&) AgeReady
Security Questions & Answers

Do you use CloudFlare?
No, we do not use CloudFlare.

Is there Multi-factor Authentication?
No. Authentication is handled by a sign-in link emailed to users.

Who is hosting the site?
The site is hosted in AWS.

Do you have any firewalls built in?
Yes. We use AWS AP| Gateway.

Are there backups?
Yes. Data is backed up for 35 days.

Do you use Captcha?
No.

Are you HIPAA Compliant? If no, why not?
No, we are not HIPAA compliant. However, all data is encrypted in transit and at rest.

Additional Security Information

¢ All data is encrypted both in transit and at rest.

¢ Authentication is managed through secure emailed sign-in links.
e Infrastructure is hosted within Amazon Web Services (AWS).

e AWS API Gateway is used to provide firewall and API protection.
o System backups are retained for 35 days.



